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FOR ITDMS TRYING 
TO SECURE THEIR 

ENTERPRISES, 
THERE’S NO PERFECT 

MOUSETRAP.

RALPH WALDO EMERSON

BUILD A BETTER 
MOUSETRAP, 
AND THE 
WORLD WILL 
BEAT A PATH TO 
YOUR DOOR.”

“ We’ve come a long way 
from IT departments in 
the 1990s. Companies 
are connected, with 
resources stretched 
from core to edge, and 
today’s infosec threats 
have benefitted as much 
from innovation as the 
companies they target.

INTRODUCTION
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THE BEST IT SECURITY 
SOLUTIONS—INCLUDING 
LENOVO THINKSHIELD—
AREN’T SINGLE-PURPOSE 
TOOLS. YOU NEED A 
SOLUTION THAT COVERS 
THE ENTIRE LIFECYCLE.

There are three core pillars of a good  
defense-in-depth strategy:

1 Hardware built with security designed in

2 Software written with security in mind

3 Intelligent organizational security policies

IF YOU WANT TO DO THINGS 
THE RIGHT WAY, YOU NEED A 
SOLUTION WITH ALL THREE.
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Security begins with the hardware itself. “Hardware is always going to 
be the basis on which software runs,” says Thorsten Stremlau, Global 
Commercial Chief Technical Officer at Lenovo. “And if your basis is not 
secure, then you run into problems at the software layer.”  

Allowing employees to bring their own devices or devices that are 
not built for enterprise usage introduces some inherent security 
risks. Often consumer grade laptops come with minimal hardware 
security features—often nothing more than firmware-level password 
locks. That’s not enough to prevent theft of data—especially if the 
computer is lost or stolen. “Security built in by design from the very, 
very beginning is the absolute core requirement for the basis of any 
security solution,” Stremlau explains.

Computers that lack enterprise level security features 
are vulnerable to a number of hardware-focused attacks:

Malware that makes changes to firmware 
while the operating system is running, 
allowing it to stay persistent even after a full 
re-installation of software.

Unencrypted hard disks are prone to theft 
of data even if the attacker can’t get past 
the operating system password.

No remote management hardware, which 
means stolen devices can’t be wiped clean 
of sensitive data.

HARDWARE
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Some business-class notebook computers include Trusted Platform 
Modules (TPM), a chip that can be used for more robust password 
protection of hardware, and to fully encrypt the hard disks and 
prevent them from being read in another computer.

TPMs also work with the operating system to ensure its integrity, 
detect changes to the computer’s configuration, and—when coupled 
with the right management tools—can even stop the computer from 
booting with unapproved or altered operating systems.

ThinkShield technology goes further, with silicon-level management 
features that allow remote wiping of lost or stolen devices, and built-
in AES 256-bit encryption built right into the solid-state drives of 
notebook computers.  “We have the ability to remotely wipe and 
remotely disable the device if it does get stolen,” Stremlau says.  And 
Intel Hardware Shield, part of Intel’s vPro platform, protects the BIOS 
from attacks during and after startup, preventing changes to firmware 
settings while software is running.

BUSINESS CLASS BASICS
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WHERE’S YOUR COMPUTER BEEN?

Another key part of secure hardware is a secure supply chain—
knowing that the hardware and firmware of your laptop has not been 
tampered with, and is not vulnerable to malicious “updates.”

“Supply chain security typically only comes into effect when you 
buy the device and when the device is in transit from the OEM to 
you,” Stremlau explains. But ThinkShield protects devices starting 
from before they’re manufactured—all the way to when they’re in 
customers’ hands, being maintained, and even when they’re being 
disposed of.

Lenovo’s Trusted Supplier Program means 
that the component in your Lenovo devices 
come from suppliers that provide auditable 
security insurance.

Lenovo evaluates suppliers to make sure 
each understands and follows proper 
security practices.”

When devices are retired, Lenovo has a full 
suite of services designed to wipe drives and 
recycle components.
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ENHANCED DATA PROTECTION

THERE ARE WAYS TO 
STEAL DATA INVOLVING 
HARDWARE THAT DON’T 

INVOLVE SCRAPING IT FROM 
THE HARD DISK.

With more people working outside the office, 
the risk of “shoulder surfing” of sensitive 
information —reading it from over an 
employee’s shoulder, or catching a glimpse 
from an angle—has dramatically increased.

Web cameras can be compromised by websites or 
software that allow remote spying on employees.

Maliciously-configured or malware-laden USB 
drives can attack the operating system and 
firmware of a computer, implanting malware or 
stealing sensitive data.



Lenovo ThinkShield addresses each 
of these risks as part of a holistic 
set of security safeguards:

ThinkShutter, a built-in web camera shutter, 
can be closed for privacy.

The ePrivacy screen filter obscures the view 
of all but the user of a notebook computer.

Smart USB protection guards prevent 
attacks by USB sticks or malicious devices.
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THE MOST COMMON TYPES OF HARDWARE SECURITY 
CAN’T SECURE AGAINST THE MOST COMMON TYPES OF 
BREACHES AND ATTACKS AGAINST DEVICES. DEVICES 

IN “SLEEP MODE” ARE OFTEN NOT PROTECTED BY 
FIRMWARE ACCESS CONTROLS, RELYING INSTEAD ON 

SOFTWARE. AND THE MOST COMMON THREATS TO 
YOUR DATA ARE BASED ON MALICIOUS SOFTWARE 

THAT LEVERAGES USERS’ DEVICE ACCESS—COMPLETELY 
BYPASSING HARDWARE SECURITY MEASURES WITH 

USERS’ UNKNOWING ASSISTANCE.
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SOFTWARE

Even in systems that have secure hardware by design, most measures 
used to secure devices happen in software—often combining 
elements in the device’s firmware, operating system, and additional 
applications added to beef up the resilience and protection around 
device data.  These multiple layers can fight off many threats to 
security, including physical ones.
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For your users, password management tools can be an enormously 
important element of security. According to a recent Verizon annual 
data breach report, about 80 percent of data breaches involve stolen 
or weak passwords—and reuse by users of passwords exposed in 
another data breach makes these sorts of attacks more dangerous. 
Password management tools, including those embedded in common 
web browsers, can automatically generate strong passwords for 
different web and cloud services and store them for the user—
eliminating the risk of weak passwords and password reuse.

Eliminating passwords and relying on other forms of authentication, 
or enhancing passwords with a second factor of identity verification, 
can take that risk to almost zero. Lenovo and Intel have collaborated 
on biometric-based authentication that ties into the Fast  Identity 
Online (FIDO) Alliance standard. An integrated fingerprint reader 
or Lenovo’s infrared camera can be used for recognition instead of 
passwords—not just for the laptop itself, but for cloud accounts on 
services such as Google and Dropbox.
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According to Lenovo’s Thorsten Stremlau, the best way forward 
is to rethink authentication altogether. “Implementing FIDO 
technology and completely passwordless authentication, I think is 
absolutely critical to the future,” he says. Getting passwords out 
of the authentication loop and relying on inherent factors removes 
vulnerabilities: “If you don’t have actual credentials to sniff out and 
you implement a solution like FIDO, a multifactor authentication,” he 
elaborates, “that then basically gets rid of the ability to credential 
phish, but then also to then get access to admin systems.”

But Stremlau also recognizes that change comes slowly in the 
enterprise, and not every company will want every feature. “One 
customer will want to implement FIDO in order to implement 
multifactor authentication and secure their online connectivity, while 
another customer is absolutely fine with just using Windows Hello [for 
facial recognition],” he explains. 

THORSTEN STREMLAU

ONE SIZE DOES NOT FIT ALL 
IS THE APPROACH THAT WE 
TOOK TO THINKSHIELD, AND 
MAKING IT FLEXIBLE WAS THE 
RIGHT ONE TO DO.”

“
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When an attacker can’t gain access because of a hardware lock on 
a device, or simply can’t get past a device password or PIN, the go-
to method for retrieving data is to go after the device’s storage—the 
hard disk or other storage media holding user data.

In those cases, data encryption is the best tool available to defend 
against data loss. While TPM can be used to provide full-disk 
encryption on some devices, other encryption schemes are provided 
by the operating system—such as Microsoft Windows’ BitLocker, 
which can work with or without a TPM chip. Using disk encryption can 
prevent an attacker from reaching data even if they’re able to boot a 
computer from another device, or if they pull the storage device out 
and connect it to another computer in an attempt to read it.

THINKSHIELD’S HARDWARE 
DISK ENCRYPTION 
INTEGRATES WITH 

BITLOCKER, AND THE AES 
KEY CAN BE REMOTELY 
REMOVED—RENDERING 

DATA UNREADABLE.
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Most threats to security don’t involve physical attacks. The baseline 
software defense for mobile devices against malware is what is 
increasingly referred to as “endpoint protection” software. Windows 
Defender provides a good baseline for defense against malware, 
and other software products can provide additional defense against 
emerging malware threats. These software tools use a combination 
of factors—software signature, behavior, and reputation of where 
the code arrived from—to detect and block attacks that attempt to 
leverage security gaps in the operating system or other software.

Another critical part of the software security equation is applying 
software updates and patches. Most attacks on mobile computers 
and devices are based on known vulnerabilities in software. 
Configuring the device’s operating system to automatically apply 
updates, or using a management tool to deploy updates to devices 
after they’re tested, is critical to device security. Yet many devices go 
unpatched for months, if not years, even when the patches are freely 
available. While Windows can be configured to automatically deploy 
patches to the operating system and other Microsoft applications, 
many applications don’t provide a way to automatically update with 
security fixes—placing the burden on the device user or system 
administrators to track and deploy them.
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Even when users do buy into all these measures, software by itself 
isn’t enough to secure devices on the move. With more and more 
business data residing in the cloud, and so much of data access 
protected by passwords alone, failure to use stronger methods of 
access control will still leave data vulnerable.

As more employees work remotely, data is potentially exposed in 
an expanding number of ways—from simply allowing it to be read 
over the shoulder by a passer-by to attacks by malicious network 
devices. And then there’s the risk posed by destructive attacks such 
as ransomware, which may slip past security software and use the 
very tools administrators use to help manage systems to spread and 
destroy data across the enterprise.

In the end, while there’s much that can be done at the device level 
to protect against security threats, devices can’t protect themselves 
without significant back-up from services and administrative tools.

THAT’S WHY YOU NEED 
SOLID POLICIES, TOO.
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POLICIES

Rules need buy-in, from top to bottom. The most sensible policies in 
the world won’t help your organization unless they are adopted and 
enforced—and adoption starts at the top, with the C-suite. Foster 
a corporate culture that places security first—whether you call it 
“dogfooding” or “drinking our own champagne,” leaders need to lead 
in order for the troops to follow.

POLICIES ALONE CAN’T  
KEEP YOU SECURE, BUT 

POLICIES ARE THE GLUE THAT 
FILLS THE GAPS BETWEEN 
SECURE HARDWARE AND 

SECURE SOFTWARE.
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THE SHADOW OF “SHADOW IT”

Policies that are overly strict without a supportable reason—like 
excessively onerous password policies, or locking down users’ 
desktops so hard that they can’t change their wallpaper—will be 
subverted or ignored by many users. The damage this might do to 
your business scales in proportion with the severity of the policy.

Pick a poor password policy, and users write down passwords under 
their keyboards. Pick an unfriendly email retention policy, and users 
will archive emails on personal devices.

Make too many wrong choices and the most industrious users 
will stand up their own services and bypass IT altogether—which 
might mean bypassing IT change controls and other organizational 
safeguards.

THE UNPLEASANT TRUTH IS 
THAT PEOPLE WILL WORK 
AROUND POLICIES THAT 
DON’T MAKE SENSE OR THAT 
ARE POORLY IMPLEMENTED.
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TRANSPARENCY AND EASE

The trick, then, is having security policies that are easy to comply 
with and that don’t disrupt users’ experiences, while also keeping 
your information safe.

Here are some effective, low-friction 
policy options:

Mandatory full disk encryption - Keeps your 
company’s data safe even if a device is lost.

Abandon password authentication and 
use tokens plus PINs - It’s easier and faster 
than remembering a password, and there’s 
nothing to write down on a sticky note 
under your keyboard.

Private screens - technology like Lenovo 
ThinkShield’s PrivacyGuard helps fight 
shoulder-surfing in public and keeps your 
secrets secret.

This message will self-destruct - Have tight 
but sensible data retention policies. The 
goal is to shield your company from liability 
while still letting users keep and archive 
important data.

Easy processes that encourage compliance 
- Don’t bog users down in bureaucracy 
if they need an infosec policy exception. 
Help them, rather than hinder. Too much 
hindering means they’ll just do it anyway, 
but without telling you.



THE PRACTICAL ITDM’S GUIDE |  39

EVERYTHING MATTERS
ThinkShield goes beyond simple endpoint security, with solutions 
that create huge efficiencies, streamline IT administration, improve 
the end-user experience, and provide a platform for businesses to 
compete safely.

When you purchase Lenovo product with ThinkShield, you’ll have the 
confidence that comes from knowing your device was designed with 
security in mind.

HARDWARE. SOFTWARE. 
POLICIES. THEY’RE 

ALL IMPORTANT—AND 
LENOVO THINKSHIELD 

HAS YOU COVERED.

LEARN MORE

https://solutions.lenovo.com/pc-solutions/thinkshield

