
THE LATEST TECHNOLOGY, THE HIGHEST SECURITY

With Lenovo Device as a Service (DaaS), all devices provided can 
be protected against malicious attack. By maintaining a two-way 
connection with each device, we can use this insight to assess risk 
and apply remote security measures so your endpoints, and the 
sensitive data they may contain, remain firmly protected.

• Self-healing device security: Solution built into the firmware.

• No dark devices: Maintain total visibility over devices, including
hardware, software and geolocation, even when off the network.

• Proactively mitigate security breaches: Assess and Identify risk
conditions and receive a notification if these conditions occur.

Lenovo ITC Security

TOTAL SECURITY AT OUR IMAGING TECHNOLOGY CENTERS (ITC)

Maintaining the highest levels of security throughout all touchpoints, 
we ensure our customer’s image is securely handled when it is 
received, created, extracted, transferred, and loaded onto new 
devices. Our facilities have the highest security controls including 
the tools, physical, and infrastructure processes to ensure absolute 
security for your disk image through engineering and manufacturing.

• Secure transfer via Lenovo Cloud Deploy: SSL certificate (v1.3),
exclusively HTTPS protocol, and web token controlled access.

• Secure facilities: Low-touch and high automation, dedicated
closed networks, secured access with no visitors allowed.

• Industry compliance: ISO 9001 and ITIL certified.

LENOVO SERVICES: SECURING YOUR DEVICES AND DATA

Safe & secure with 
Lenovo Services

Device and data security are big issues for businesses. Hackers, malware, ransomware and 
a fast changing threat landscape mean new security challenges are constantly appearing. 
Lenovo Services has the answers to key security questions asked throughout the entire 
PC lifecycle, from imaging to deployment, device management and end-of-life.

Lenovo Services' committment to security means you can rest easy when it comes to device and data security. 
We ensure there are no chinks in your armour protecting against external threats throughout the process of 
provisioning, administering and servicing PCs, as well as helping to protect against potential internal lapses.

Built in security with DaaS

Incorporating tight 
security controls 
in all areas of 
the business is 
more important 
in today’s threat 
landscape than 
ever before. 
GERALD FRALICK 
Lenovo Chief Security Officer
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Online Data Backup

PROTECT YOUR SENSITIVE DATA IN THE CLOUD

Lenovo's enterprise-grade Online Data Backup (OLDB) is a next-gen 
data management solution allowing enterprises to securely store 
confidential information in the cloud with a simple, automatic backup 
process. It’s quick to set up, requires no additional administrative 
overhead and can save you thousands of dollars.

• Military grade security: Data is encrypted before backup, during
transit, and at rest in our data centers.

• Automatic data protection: After an initial backup, OLDB
automatically detects and backs up new and changed files.

Keep Your Drive

WHEN DATA SECURITY REALLY MATTERS

Keep your Lenovo drive and data in your possession when it is 
replaced under the Lenovo Limited Warranty, improving security and 
potentially alleviating civil liability risks. Keep Your Drive means you 
can control and dispose of business data on your terms.

• Control costs: Provides predictable upfront costs versus finding
budget in the event of drive failure.

• Protect your organization: Avoid legal and monetary
repercussions associated with a breach in data security.

• Free up your IT team's time: Eliminates the need to track failed
drives in transit, giving IT staff the time to concentrate on mission-
critical business activities.

Asset tagging and device etching

YOUR PC INVESTMENT IS MORE SECURE THAN EVER

Uniquely identify your organization's tehcnology assets with Lenovo’s 
Asset Tagging and Laser Etching. Manage devices effectively and 
improve tracking ability while reducing instances of loss or theft.

• Streamlined deployment: Assets are tagged in the factory,
ensuring acurate tracking from day one.

• Simple, effective asset management: Asset information is quickly
and accurately imported into your asset management system.

LENOVO SERVICES: SECURING YOUR DEVICES AND DATA

The Lenovo Services team delivers a 
portfolio of award-winning services 
supporting the entire PC lifecycle.

SPEAK TO YOUR LENOVO ACCOUNT MANAGER

DATA SECURITY 
FACTS

MAXIMISE HARDWARE 
SECURITY FEATURES 
WITH WINDOWS 10 

Almost 40% of data 
breaches are the 
result of criminal or 
malicious attacks, and 
can cost up to $277 
per record to rectify.

Many of the latest hardware security 
features are only effective when your 
devices are running Windows 10. Speak 
to your Lenovo Account Manager to 
inquire about our enterprise transition 
services that enable a quick, smooth 
and efficient transition Windows 10.

30%40% 39%

39% of data  
disasters are caused 
by human error. 
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