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While distractions still exist for remote workers, many employees report being more productive 
while working from home. A study from Stanford University found that working from home 
increased productivity by 13%.2 Thus, the work-from-home (WFH) policies Small Businesses 
were forced to adopt during COVID-19 may actually create new opportunities to improve 
employee productivity. That is not to say the sudden move to remote work didn’t create 
challenges. Decentralized workforces grapple with technology issues, cybersecurity risks, 
collaboration and communication challenges, and feelings of being overworked and stressed.

So, what does it take to get a Small Business’s technology in sync, and how can leaders best 
support hybrid workforces today, and in the long-term? What are the biggest threats to 
employee productivity, and how are they prevented? In this paper, we will explore how Small 
Business Owners can minimize downtime, maximize employee productivity, and ensure 
business continuity in a post-COVID world with next-level devices and software and smart 
planning and processes. 

1 “2018 Workplace Distraction Report.” Udemy. Available from: https://research.udemy.com/research_report/udemy-depth-2018-
workplace-distraction-report/
2“The Productivity Pitfalls of Working from Home in the Age of COVID-19.” Stanford News, March 2020. https://news.stanford.
edu/2020/03/30/productivity-pitfalls-working-home-age-covid-19/ 

Hybrid Workforces Present 
Challenges and Opportunities 
Nearly 3 out of 4 workers (70%) admit they feel distracted at work.1 This can lead to loss of 
productivity and feelings of frustration and stress. On the other hand, reducing distractions 
improves employee productivity and workplace satisfaction. In an office, a distraction might 
be a colleague’s loud chatter or unwanted small talk. In a remote work setting, distractions 
include emails, messages, conference calls, personal interruptions, and what is often the most 
consequential cause of distraction—technology challenges and system outages due to 
IT issues and cybersecurity attacks. 

While workforces will certainly return to the office after 
COVID-19, many Small Businesses will maintain a hybrid 
approach to meet employee expectations for flexibility. 
Companies need long-term, not short-term solutions for 
securing myriad endpoints.“

“
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The Unexpected 
Costs of Distractions    
Employees lose an average of 2.1 hours per workday to distraction.1 
These interruptions deplete energy and decrease productivity. 
Furthermore, employees take about 25 minutes to refocus on the 
original task each time they are interrupted.1  Common, and particularly 
frustrating distractions include IT issues and workflow delays due to 
insufficient technology. Even before the pandemic, employees spent 
about 22 minutes each day dealing with IT issues.4 That adds up to 
91 hours annually. Employees likely waste even more time when they 
encounter IT issues while working from home, as there is no IT support 
on-premises to help solve them. 

Research shows that distractions negatively impact employee 
satisfaction and contribute to burnout.4 The World Health Organization 
defines burnout as a syndrome resulting from “chronic workplace 
stress that has not been successfully managed.” Burnout results in 
tiredness, or even exhaustion; negative feelings about one’s job; and 
reduced productivity and efficacy at work. According to an August 
2020 study by FlexJobs and Mental Health America, 75% of Americans 
have experienced burnout at work at some point, and 40% have 
experienced burnout specifically during the pandemic. An increase 
in hours likely contributes to burnout during the pandemic, as 37% of 
respondents reported working more than usual during COVID-19.5 One 
way to help protect a hybrid workforce from burnout is to find ways to 
mitigate distractions and streamline workflows so employees can work 
more efficiently. 

3“Easily Distracted?” Psychology Today, October 4, 2009. https://www.psychologytoday.com/us/
blog/your-brain-work/200910/easily-distracted 
4Rianne Appel-Meulenbroek, Theo van der Voordt, Rik Aussems, Theo Arentze, Pascale Le Blanc. 
“Impact of Activity-based Workplaces on Burnout and Engagement Dimensions.” Journal of 
Corporate Real Estate, August 7, 2020. Available here: https://www.emerald.com/insight/content/
doi/10.1108/JCRE-09-2019-0041/full/html 
5FlexJobs, Mental Health America Survey: “Mental Health in the Workplace.” August 21, 2020. 
Available here: https://www.flexjobs.com/blog/post/flexjobs-mha-mental-health-
workplace-pandemic/     
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Cyberthreats Increase During COVID-19 
More damaging still than a one-off IT issue are system-wide glitches that cause disruption at 
scale. According to a May 2020 survey, nearly a quarter of SMBs reported their IT systems 
had gone offline in the past 12 months.6 These downtimes led to decreases in workforce 
productivity. 37% of respondents reported losing customers due to the downtime, while 17% 
reported losses in revenue. The most common cause of businesses outages were software 
failures (53%) and cybersecurity issues (52%), according to the survey. 

Small Businesses have long been prime targets for cybercriminals. According to the Verizon 
2019 Data Breach Investigations Report, 43% of cyberattacks target Small Business.7 During 
the early days of the pandemic, the UN reported a 600% increase in cyberattacks.8 These 
crimes are on the rise, in part, because Small Businesses’ quick shift to remote working in 
response to COVID-19 left holes in companies’ cybersecurity “armor.” Even before the pandemic, 
Small Businesses faced IT challenges, including limited budgets and trouble hiring IT support.9 
As COVID forced many companies to tighten spending, fiscal challenges may continue.

Gartner estimates small and midsize business IT spending 
decreased by 7.9% in 2020 compared to 2019, and that 
spending will only modestly improve in 2021, with midsize 
businesses recovering faster than small ones.5“

“
6“Survey Highlights the Heavy Cost of Business Downtime for SMBs.” Tech Radar, May 12, 2020. https://www.techradar.com/news/
survey-highlights-the-heavy-cost-of-business-downtime-for-smbs 
7Verizon 2019 Data Breach Investigations Report. Cited here: “43% of Cyber Attacks Still Target Small Business While Ransomware Stays 
on the Rise.” Small Business Trends, May 22, 2019. https://smallbiztrends.com/2019/05/2019-small-business-cyber-attack-statistics.html. 
8The Latest: UN warns cybercrime on rise during pandemic.” ABC News, May 23, 2020. Available here: https://abcnews.go.com/
Health/wireStory/latest-india-reports-largest-single-day-virus-spike-70826542 4“2018 State of Cybersecurity in Small & Medium Size 
Businesses. Sponsored by Keeper Security, Inc. and conducted by Ponemon Institute. Available here: https://www.keepersecurity.com/
assets/pdf/Keeper-2018-Ponemon-Report.pdf 3



More Endpoints in  
Need of Protection
 
Despite budget constraints, many Small Businesses had no choice but to 
invest in technology to support remote working needs during the pandemic, 
creating a temporary demand for devices, particularly mobile PCs. As the 
“Work from Anywhere” mindset is here to stay, Gartner predicts demand for 
these devices will continue. Forward-thinking Small Businesses are investing 
in new technology with built-in security features and capabilities designed 
to mitigate distractions to increase employee productivity and lower 
maintenance costs.11 

Every device, or endpoint, a team uses could be a gateway to a company 
network for cybercriminals. Endpoints include desktops, laptops, tablets, 
smartphones, and wearables. The sudden transition to remote working 
revealed security “blind spots” and created new ones for Small Businesses, 
and many realized their endpoint security was not as advanced as they 
had thought before the pandemic.12 Enterprising fraudsters wasted no time 
detecting security vulnerabilities in home networks and household smart 
devices, as evidenced by the colossal rise in attacks. Spearphishing attacks, 
for example, have increased nearly sevenfold since the pandemic began.13

You can’t protect what you cannot see. Lack of visibility makes it harder to 
perform risk assessment and increases the likelihood of a security breach. 
Even known devices have vulnerabilities, as many Small Businesses lack the 
bandwidth to connect every device to a centralized patch management 
system. While workforces will certainly return to the office after COVID-19, 
many companies will maintain a hybrid approach to meet employee 
expectations for flexibility. Companies need long-term, not short-term, 
solutions for securing myriad endpoints.

71% of IT leaders are finding unknown computing devices 
every day or week6

53% of IT leaders say that endpoint blind spots can leave 
them exposed to cyberattacks6

60% of Small Businesses victimized by a cybersecurity 
attack are forced to close14

“Blind Spots” Pose Security Risks

11Forecast Analysis: Small and Midsize Business IT Spending, Worldwide. Gartner, September 2020.  
12“Visibility Gap Study.” Tanium Visibility Gap Study conducted by market research specialist Vanson 
Bourne, 2020. Available here: https://site.tanium.com/rs/790-QFJ-925/images/WP-Visibility- 
Gap-2020.pdf  
13“COVID-19 Crisis Shifts Cybersecurity Priorities and Budgets”. McKinsey & Company, July 2020. Available 
here: https://www.mckinsey.com/business-functions/risk/our-insights/covid-19-crisis-shifts-cybersecurity-
priorities-and-budgets  
14“60 Percent of Small Businesses Fold Within 6 Months of a Cyber Attack. Here’s How to Protect Yourself.” 
Inc. magazine, May 7, 2018. Available here: https://www.inc.com/joe-galvin/60-percent-of- 
small-businesses-fold-within-6-months-of-a-cyber-attack-heres-how-to-protect-yourself.html   
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Next-Generation Best Practices 
for Driving Productivity  
As hybrid work is here to stay, managers must learn to support remote 
teams and empower them with healthy work habits. Best practices include 
cutting back on excessive meetings and emails, encouraging employees to 
schedule time each day or week where they focus only on the project at 
hand and do not check email or messaging apps, and ensuring employees 
are trained properly when new technology or workflows are introduced. 
Small Business Owners should also make it clear that they care about 
employee wellbeing and encourage employees to speak up if they are 
feeling overwhelmed or struggling to perform what is expected of them. 
Small Business Owners must also offer IT support and train teams on 
cybersecurity best practices.

Protect devices
Implement mobile device management, multifactor 
authentication, quality passwords, and security threat 
protection on both company-owned and employee devices
 
Security awareness training
Train employees to spot phishing emails and other cybers 
threats, avoid unprotected Wi-Fi networks, and keep 
passwords and sensitive business information private
 
Encourage a culture of security 
Over-communicate concerns and model transparent 
security practices from the top as a leader

Choose the right tools
Make sure your video conferencing software, chat 
platforms, and file-sharing software are all secure

Small Business Cybersecurity 
Best Practices from Microsoft 36515 

15The State of Remote Work: Security, productivity, and collaboration in the anywhere office. Microsoft 2021
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Case Study: When Security  
and Productivity Aren’t  
Mutually Exclusive
 
With the use of business apps on the rise, Small Business Owners need 
strategies for securing them. But security should not compromise 
productivity. Managing multiple passwords for apps and platforms can 
cause challenges for employees and waste time. According to a new 
study, “The Total Economic Impact of Securing Apps with Microsoft 
Azure Active Directory”, Azure AD self-service password reset can 
reduce the number of password reset calls while reducing the likelihood 
of a breach.16

The Economic Impact  
of Securing Apps  

with Microsoft Azure  
Active Directory

123%
return on investment by 

securing apps with Azure AD16

45% 
reduction in the likelihood 

of a data breach16

50%
reduction in overall 

management effort16

75% 
reduction of password reset 
requests at the help desk16

16”3 Ways Microsoft 365 Can Help You Reduce Helpdesk Costs. Microsoft, September 3, 2020. https://
www.microsoft.com/security/blog/2020/09/03/3-ways-microsoft-365-reduce-helpdesk-costs/  
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Business Continuity Management 
for Small Businesses  
While Small Business Owners may not think their company is large enough 
to need a business continuity management (BCM) plan, every organization, 
regardless of its size, should have one in place. A BCM plan documents how 
an organization will operate in the event of an internal or external disruption. 
Doing so will mitigate distractions and downtime. A BCM plan should 
encompass IT infrastructure, supply chain, and other external partners, 
employee needs, and the needs of customers.

The Makings of a Future-Proof BCM Plan

“Business as usual”
Your plan should enable you to recover business-
critical information and resume or continue 
essential processes to mitigate downtime and 
losses. The “Work from Anywhere” shift may make 
this aspect of BCM planning easier, as employees 
are already equipped to work remotely. 

Protect IT systems 
To protect valuable data, invest in processes and 
tools for safeguarding IT services and systems. 
Remember, business disruptions can be caused 
by unforeseen incidences, such as a cyberattack, 
natural disaster, or IT issues, as well as scheduled 
outages for infrastructure maintenance. 

Consider your partners
Address the risks associated with each external 
party and element of your supply chain. Consider 
how operations would resume should one of 
your suppliers or partners experience a business 
disruption of its own.

Crisis management
COVID-19 illuminated the importance of crisis 
and emergency management protocols. A 
BCM program should outline plans for business 
leadership and communication in the event of an 
emergency and consider a workforce’s wellbeing, 
safety, and emotional state, as well as their ability 
to remain productive.
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New Security Solutions Designed with Small Businesses in Mind
 
Small Businesses are critical to communities, but historically, Small Business security needs have 
been underserved compared to enterprises, according to a McKinsey analysis.17 Should your 
Small Business lack in-house security expertise on staff, or need additional support, seek help 
from third-party providers with a proven track record and these key features:

     • Continuous behavioral monitoring to create a complete profile of network activity
     • Layered defense of cloud intelligence, advanced static analysis, and dynamic protection
     • Integration with Capture Advanced Threat Protection cloud-based sandboxing
     • Ability to rollback targeted endpoints to a restored state even after an attack

17“Securing Small and Medium-sized Enterprises: What’s Next?” McKinsey & Company, March 24. 2021. https://www.mckinsey.com/
business-functions/risk/our-insights/securing-small-and-medium-size-enterprises-whats-next

Small Businesses may also want to consider security-in-a-box solutions specifically designed for 
smaller companies. These solutions reduce the complexity of implementation, deployment, and 
maintenance  —and are increasingly deployed on the cloud. Moving forward, McKinsey believes 
more security vendors will offer these solutions to take advantage of a market opportunity: Small 
Business’s unmet security needs.17 Some vendors already take a module approach to security, 
allowing companies to cherry-pick the solutions they need, for example, endpoint detection, 
advanced firewalls, mobile security, and email protection products.
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18“Microsoft Recognized as a Leader in The Forrester Wave™: Unstructured Data Security Platforms, Q2 2021” Microsoft, May 23, 2021. 
https://www.microsoft.com/security/blog/2021/05/24/microsoft-recognized-as-a-leader-in-the-forrester-wave-unstructured-data-
security-platforms-q2-2021/ 
19“3 Ways Microsoft 365 Can Help You Reduce Helpdesk Costs.” Microsoft, September 3, 2020. https://www.microsoft.com/security/
blog/2020/09/03/3-ways-microsoft-365-reduce-helpdesk-costs/  

What’s Next: Advanced 
Security with Microsoft 365   
Microsoft 365 is the productivity cloud with best-in-class Office apps and intelligent cloud 
services. Among its most important features is advanced security. In this new world of hybrid 
work, businesses face an increasing volume of data, ever-changing regulations around how that 
data is protected, and an evolving complexity and frequency of data security breaches. To help 
customers navigate this complicated data landscape, Microsoft is focused on delivering secure, 
intelligent, and user-centric solutions that provide visibility, reduce complexity, and mitigate risk.

Forrester listed Microsoft as a Leader in its 2021 Wave for Unstructured Data Security Platforms, 
receiving the highest score in the strategy category. The Forrester Wave report evaluates the 
data security platform market and provides a detailed overview of vendors’ offering, strategy, 
and market presence. Microsoft received the highest possible score in inspection, security and 
risk, APIs and integrations, data security platform vision, data security execution roadmap, 
market approach, performance, planned enhancements, Zero Trust enabling partner ecosystem, 
and diversity, equity, and inclusion criteria.18

Three ways Microsoft 365 can help you reduce helpdesk costs while strengthening cybersecurity:

     1. Reduce password reset calls by 75%
     2. Streamline Windows 10 upgrade path
     3. Empower users to manage their devices19

9



The Future of Security  
Should be Simpler
To make security simpler, Small Business Owners can consider hardware with 
integrated security features, such as biometric security. For example, ThinkBook 15 
has built-in security through features like Smart Power On, which utilizes a fingerprint 
reader to start up the device. The ThinkBook also comes with advanced-level support 
designed to expedite problem resolution. Hands-on support like this helps your team 
get back to work faster and mitigate stress caused by technical issues. 

Next-generation security solutions use AI to improve and streamline processes.  
For example, the ThinkShield platform, a customizable end-to-end security solution 
that protects devices without compromising productivity, advances its offering  
with SentinelOne’s Endpoint Protection Platform (EPP). SentinelOne’s EPP provides  
AI-powered prevention of attacks across all major vectors, including ransomware  
and sophisticated fileless attacks. 
 

Software that Delivers Enhanced  
Productivity and Security  
As the future of work is almost certainly hybrid, Small Businesses need cloud-based tools that allow employees 
to work from anywhere and collaborate on projects in real-time. The Microsoft 365 suite offers a host of tools 
and features designed to improve workflow and facilitate collaboration, including Teams, a platform for hosting 
conference phone and video calls and collaborating in real-time on files. The Microsoft Productivity Score enables 
businesses to measure user engagement so they can gauge productivity and pinpoint employees who may need 
support staying focused. 

Cloud-based business software is also popular with Small Businesses because of built-in security features. Microsoft 
OneDrive, part of the Microsoft 365 suite, enables Small Business owners to store data securely. Microsoft Defender 
for Office 365 helps protect companies from phishing and ransomware attacks and includes AI-powered analysis of 
attachments to detect dangerous messages and automatically checks links to assess risks.

Tools for the Modern Workplace
Small Businesses are constrained by limited resources, resulting in employees handling multiple responsibilities, 
workloads, and tasks, all at the same time. Lenovo offers holistic solutions for hardware, software, and IT services, 
designed to empower employees so they can do more with less time. Lenovo ThinkBook Plus allows employees to 
manage tasks seamlessly, for example, by making it easy to keep up several email conversations at once and switch 
between meetings and work assignments. Like every ThinkBook, it is powered by Intel® processors and backed by 
high-speed memory, so they can power intensive tasks with ease. 

With the “Work from Anywhere” shift here to stay, Small Business Owners should look for portable, versatile, secure 
devices, like ThinkBook Yoga. The device includes a garaged digital pen and an in-body charging compartment to 
ensure you and your team never lose a thought again. The right accessories will also help transform any location 
into a workspace. LenovoGo accessories include wireless mice, power banks, and headphones with active noise-
cancelling (ANC) technology.  

As employees are more apt to be traveling with devices, warranty services are important. Consider device warranty 
options when purchasing devices for your team. Lenovo’s mobile repair data indicates that a significant percentage 
of users will experience non-warranted damage within the first three years of the PC’s life cycle. Lenovo offers 
Accidental Damage Protection (ADP) to cover non-warranted damage and drive significant savings.20

Another concern is sound and video quality. The Yoga elevates video conferencing with a dual-array microphone 
with noise-cancellation that reduce background noise. ThinkPad X1 ANC Headphones include ANC technology that 
intelligently mirrors and mutes noises and distractions. What’s more, it runs all day with less than three hours of 
charging, so employees won’t be distracted by the need to find a charger. 

20Lenovo Accidental Damage Protection PDF. Available here: https://www.lenovo.com/medias/Accidental-Damage-Protection.pdf 10



Pursue the New
The days of being in the office from 9-to-5 are over. With remote work 
becoming more common, Small Businesses need solutions for driving 
productivity and collaboration for decentralized teams. No leader 
can prevent every workplace distraction, but you can make a sizeable 
difference in your team’s experience by supplying collaboration tools, 
teaching healthy workplace habits, and protecting your business from 
cybersecurity risks. Furthermore, you can ensure that your team can get 
back to work quickly should a business interruption occur by creating a 
business continuity management plan.   

For Small Businesses, remote working unlocks a number of opportunities, 
including cost-savings on office space, an expanded talent pool, and 
improved employee satisfaction by offering flexible work arrangements. 
Executed correctly, WFH or hybrid work environments can prove just as, 
or even more productive than traditional office settings—as long as you 
have tools in place to keep business running smoothly and securely.

For more information about how Lenovo Small Business solutions can 
improve productivity, visit Lenovo.com. To see how Microsoft 365 can 
support your business objectives, visit Lenovo.com/Office365.

11

https://www.lenovo.com/us/en/pc
https://www.lenovo.com/maintenance/500page.html


Pursue the new and discover how smarter 
technology improves productivity and protects 
Small Businesses from cybersecurity risks by 
visiting Lenovo.com/vsb.  
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